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Breathing Life into Mobility ™

Breathing Life into Security ™

Layer 2 Transparent Mode        Yes

Layer 3 Router Mode                Yes

NAT                                          Static NAT, Dynamic NAT

PAT                                Yes

User Licenses              Unlimited

Stateful Packet Inspection        Yes

Rule Schedule                          Yes

Predefined Service and             Yes
Network Object      

URL Filtering                             Yes

HTTP Content Block                 ActiveX, Java Applet, Cookie, Pop-up

File Extension Filtering              Yes

IM Control                                MSN, ICQ, Yahoo Messenger, Skype, QQ

P2P Control                              BT, eDonkey, MUTE, WinMx, KuGoo, iMesh

Supported Protocols                SMTP, POP3

Spam Filtering              Personal Rule*, Bayesian Filtering, 
                                                 Fingerprint, Block and Exempt Lists, 
                                                 RBL, Auto-Learning

Outbound Filtering �            Yes (U510 Only)

                                                                    

AV Engine �                              ClamAV (included), Sophos (option)

Auto-Update of Virus Code       Yes  

Supported Protocols                 SMTP, POP3, HTTP, FTP

IDP Database                            At least 2900 Signatures (U200 & U510)

                                                 At least 700 Signatures (U100)

Customizable Signature            Yes

Auto-Update of IDP Database   Yes

DoS/DDoS Protection               Yes  

NetBIOS Alert Message            Yes

Encryption Algorithms              DES, 3DES, AES

Authentication Algorithms         MD5, SHA-1

IKE Support                              Yes

Peer Authentication                  Pre-shared Key, Certificate

Perfect Forward Secrecy          
DH Group 1, 2, 5(PFS)

DPD Support                            Yes

Hub-and-Spoke VPN                Yes

VPN Trunk and Failover            Yes (IPsec, PPTP)

PPTP                                        Yes

SSL VPN*                                  Yes

 

    

Mode of Operation

Firewall Features 

Content Filtering

Email Filtering

Anti-Virus

IDP

VPN

User Authentication

System Management

Logging and Monitoring

Routing

Load Balancing and QoS

Operating Environment

* Not available in U100.


