


SifoWorks™" U- Series

Mode of Operation

User Authentication

Firewall Features

Network Object

Content Filtering
URL Filtering

Stateful Packet Inspection Yes
Rule Schedule Yes
Predefined Service and Yes

Yes

HTTP Content Block

ActiveX, Java Applet, Cookie, Pop-up

File Extension Filtering

Yes

IM Control

MSN, ICQ, Yahoo Messenger, Skype, QQ

P2P Control
Email Filtering

Supported Protocols

BT, eDonkey, MUTE, WinMx, KuGoo, iMesh

SMTP, POP3

Spam Filtering

Personal Rule*, Bayesian Filtering,
Fingerprint, Block and Exempt Lists,
RBL, Auto-Learning

Outbound Filtering

Anti-Virus
AV Engine

Yes (U510 Only)

ClamAYV (included), Sophos (option)

Auto-Update of Virus Code

Yes

Supported Protocols

IDP Database

SMTP, POP3, HTTP, FTP

At least 2900 Signatures (U200 & U510)
At least 700 Signatures (U100)

VPN
Encryption Algorithms

Customizable Signature Yes
Auto-Update of IDP Database = Yes
DoS/DDoS Protection Yes
NetBIOS Alert Message Yes

DES, 3DES, AES

Authentication Algorithms

MD5, SHA-1

IKE Support

Yes

Peer Authentication

Pre-shared Key, Certificate

Perfect Forward Secrecy
(PFS)

DH Group 1, 2,5

DPD Support

Yes

Hub-and-Spoke VPN

Yes

VPN Trunk and Failover

Yes (IPsec, PPTP)

Layer 2 Transparent Mode Yes Internal Database Yes

Layer 3 Router Mode Yes External Authentication RADIUS, LDAP
NAT Static NAT, Dynamic NAT Web-Based Traffic

PAT Yes Authentication Yes

User Licenses Unlimited Email Authentication POP3

System Management

Web-based Ul

SSL Based Web Ul Yes
SNMP Yes
Role Based Administration Yes
Configuration Wizard Yes
NTP Support Yes
Upgrade and Changes via Yes

High Availability*

Yes (Active-Passive)

Logging and Monitoring

Internal Log Database Yes
Remote Syslog Server Yes
Packet Statistics Yes
Event Report (Top N) Yes
Traffic Report (MRTG) Yes
Email Alert Yes

Static Route Yes
RIP v2

WAN Failover Yes
DDNS Support Yes
PPPoE Support Yes

Load Balancing and QoS

Number Control

Priority Queues 3 Queues
Maximum Bandwidth Yes
Guaranteed Bandwidth Yes
Bandwidth Granularity 1Kbps
Download Quota and Session Yes

Outbound Load Balancing

Auto, Round-Robin, By Traffic, By Session,
By Packet, By Source IP

Inbound Load Balancing®

Round-Robin, Weighted Round-Robin

Built-in DNS Server*

Yes

DNS Entry Backup*

Operating Temperature

Operating Environment

Yes

0-60°C (-32-108°F)

PPTP Yes Storage Temperature -10-70°C (-18-126°F)
SSL VPN* Yes Humidity 5% — 95% non-condensing
* Not available in U100.
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